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Introduction

Purpose:

DLA’s Account Management and Provisioning System (AMPS) has been designed to automate
the processes involved in the creation and maintenance of user accounts. This process includes the
access request, creation and maintenance of the account. The goal of the system is to enhance the
efficiency of the account request and maintenance processes by minimizing the amount of human
intervention required. AMPS provides:

e An automated account request process

o Efficient processing of new and departing employees and contractors

o Enhanced user control of acquired roles

e User ability to check status of existing in-process account requests

o Enhanced Supervisor capabilities to better manage subordinate application access

e An automated approval process resulting in enhanced productivity for Supervisors,
Security Officers, and Data Owners

e Centralized access control for Security Officers. Security Officers can adjust user
access to coincide with changes in user IT Level

Business Scenario:

This job aid provides instructions on how to review and approve System Authorization Access
Requests (SAARs) via AMPS to gain access to DLA Energy Convergence applications and reports
within the DLA Enterprise External Business Portal (EEBP).

Audience:
This job aid is only intended for Supervisors and Security Officers of DLA Energy Convergence

external users who need to gain access to the EEBP. Security Officers of users with @dla.mil e-mail
addresses should not reference this job aid.
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Supervisor Approval

During the AMPS account creation and role request process, external users of DLA Energy
Convergence are required to provide the name, e-mail address, and phone number of their Supervisor.
Once a role request has been submitted, AMPS will automatically send an e-mail notification to the
Supervisor detailing the pending access request.

I. Approving a SAAR

a. Open e-mail with Subject: Supervisor Approval — Approval Request for <<Name of
user >>

b. Click on the link next to Recommended Resolution

The following request was submitted for your approval:

Request Detail

Reqguest Mumber [SAAR) 000000

Requestor UserlD lanid

Requestor Generic, User

Requestor Email generic.user@dla.mil

Requestor Organization Top:Users:DLA:DLA Land and Maritime

Action Requested add

Requested Application Group  SAP-SUPPORT

Requested Roles [& ROILE]

Date Submitted Wed Oct 2614:17:37 EDT 2011

Recommended Resolution Please ul'sﬁlhttps:Hamps.dla.mil_fidm,fuser,flugl'n._isp o provision the account action for lanid

Approval Request E-mail to Supervisor

c. A page containing a list of pending AMPS approvals for the Supervisor will open
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agement and Frovisioning System (AMPS)

Thiz i= & Depattrrent of Defenae (D000 compuber syslermn This compuler ssetern, ineluding all related equiprmenl, nebworks and nebwo devices fspecieally incuding irerrel aceese), are proided only or suthorzed U5
Dawainiment wss, o0 compuler Sys1envs may e moritaied 10r all |awiul purposes, inchuding o ens ure thal helr uss 15 authonzed, 101 management OTe system; 10 facililale grotection agains! unaulhorzed a0cess, and b
WEHIY SECUNDY DIOCSITEs, SUrheability and oneratinnal S€curme, MOnmAng INCludes $00ve anacks oy authonzed oD entities to 1841 orvenfy Be secury ofthis svetermn. DUNNG monienng, M0N0 may 02 exsrningd, reoorded,
coplad and used for suthorzed purposes, A1 irdnmsdion, including personsl informstion, placed on or sert over iz sstam may be mondored, LUse of this Dol compaiar systery, suthorzed or unauthorzzd, consthies consant
{0 monitarng of the systermn. Unauthorzed use may subjaebyou bo ciming| prosecution. Endence of unauthonzed use collacted during monitoring may be used lor adminisizine, riminal orolher adwerse aclion. Use ofthis

sysiem constibdes conserd io monitoring for thase purposes

Click on Request Below i Agprove ar REject

N oval Reapiest Descriptian
“ SRARRE0244 - Request forwilliam williams (EAND0001 ) DBIE2008 00:24 43 EOT

Refash

Home  FAG PrvaceSecont 508 Compliancs CorfactUs

AMPS Pending Approvals List

Review the list of pending approvals as shown above
Click ‘Request Access’ next to the SAAR up for review

f. The External User Application Access Approval Form will load (This form informs the
supervisor of the user’s request for access, including the application and requested role.
The user/requestor’s personal information is listed as well.)
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External User Application Access Approval

Plezse afiimm the requestar's need for scress to the referenced application and indicate your approval or denial ofthe request.

SAAR=: 50344

L3/ nppsiication
Access Request For EEM

Roimested Rolas  BEM Prod - Accounts Recelable Processor- DFAS J0-10

Type of Access

RoquIret: Munharizec
Data Classification  Unclassifizd

Requestor's
Justification Fer - TEST TESTTEST
Accoss

Gl Perding Role
Raruestisk

Requestor Infarmation
[ilssn

Last Mame  Willame
First Hame  Willigm
[EN )

il Official Email -
Adaregs W -wiliams@test.com

(il ifficial Telephone
numner 1234567580

IRequest Decisioning
$U|m|\.|90| Dacision I{--P|QQSE Selecl-= *| v PQQQ will refrech ater an item iz 22lecied
=]
Comimnems
&l
Approver Information

L] Approver Last
HName Lot

[l Approver First

Ml Lahce

[i] Approver Email
n Address L Lott@test.com

Al Approver Phone 59 4oq agn

Humber
1] DLA Policy Disclaimer
lagree [ *
It i= m vinlation of DLA policy ko grant =pplication ’:‘I
OLA Policy &cossa to any individual otbher than a direct ceport.
Disclaimel  Violstion of this policy mey result in diseiplinary
ackion. _l

Decision Date  Wedne=day, August 6, 2003 3:31:07 AW EDT

Hindicates a required field

Cofmplate cancal

Home  FaQ PrvaorSecunte S08 Compliance Confact Us

External User Application Access Approval Form
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g. Under Request Decisioning, click the dropdown arrow next to Supervisor Decision as

shown below

h. Select ‘Approved’ OR ‘Denied’
i. Enter notes in the Comments box (Ex: Approved OR Denied because user information

is incorrect)

Request Decisioning

Supernvisol Decision |--F'IEE|SE Select- 7" Fage will refresh after an iterm is selected.
‘—Please Select--
Approved J
Denied
Commenms

External User Application Access Approval Form

j. Selecting ‘Approved’ will open a form with new fields

k. The Application Access Start Date box will be pre-populated with one of the dates
listed in the below chart, based on functionality and Job Definition (JD). This pre-
populated date cannot be changed

Functionality

Job Definition (JD) Start Date

Line of Accounting Maintainer

2203, 2203B, 793, 793B November 1, 2012

Line of Accounting Viewer

2204, 2204B, 794, 794B November 1, 2012

Customer Direct Order Processor

2200, 22008B, 790, 790B November 20, 2012

Into-Stock Order Processor

2201, 2201B, 791, 791B November 20, 2012

Report Viewer

2206, 2206B, 796, 796B December 1, 2012

SCP Report Viewer

2207, 2207B, 797, 797B December 1, 2012

Delivery Location Conditions Maintainer 2202, 2202B, 792, 792B January 1, 2013

Planning Collaborator

2205, 2205B, 795, 795B January 1, 2013

Start Dates by Functionality

I.  Nextto the Application Access End Date box, click on the calendar icon and select a
date that does not exceed 1 year from the start date

NOTE: Renewals: Upon role approval, the user/requestor’s user ID, the job role
requested and the expiration date are added to an expiry record which is tracked by
AMPS. An expiry task begins 30 days prior to the Application Access End Date in which
a SAAR # is assigned and an e-mail notification to “Extend” or “Expire” the role is sent to

the user.
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Application Access
P tart Date 051072007

li| Application
Access End Date

|05/09/2008

External User Application Access Approval Form

m. Under DLA Policy Disclaimer, Supervisor must indicate agreement by checking the box
next to | agree as shown below

i] DLA Policy Disclaimer

lagree | [~ *

It iz & wviolation of DLA policy to grant application
DLA Policy =access to any individual other than a direct report.
Disclaimer Violation of this policy may result in disciplinary
action.

DLA Policy Disclaimer

n. AMPS will automatically send a Role Request for <<Name of user >> Status Update
e-mail to the user/requestor indicating the status of the request and any pending
approval requirements

0. In this case, the user/requestor is notified that Security Officer Request is pending
approval
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= Role Request For Hahn, Maswell Status Update - Message (HTHL)

=101 =]

CFlle  Edit Wiew  neert  Forma  Took  Actions Hel

| CRedy | CReptybo Ml | CFornord | B (B P[5 DK |4+ -4 @ &l

JEHlAlr rujs==sssaa]l

Fromn:  amps_user@dls, mil Sent:  Thu S/10/2007 9;35 &M

Ta: Hzhn, Maxwell G (Cantrackor) (6L

e

Subject:  Paole Fequest fior Hamn, Maxwe Status Update

The Following Represents the Status of Your Pending Request:

Request Detail

Add Job Role Pequest
e

Requestad Roles -al 8 Quality Ancillary User J0-16]

Date Submitted

Pending approval Type

Date Recaived for Approval

Thiz message is provided by AMPS for notification only. Pleasa dao nat respond to this message. If you have any guestions regarding this
notificatinn, please contact the help desk.

Role Request Status E-mail to Requestor

77| Security Officer Approval

During the AMPS account creation and role request process, external users of DLA Energy
Convergence are required to provide the name, e-mail address, and phone number of their Security
Officer. Once a role request has been submitted, AMPS will automatically send an e-mail notification
to the Supervisor detailing the pending access request. After the Supervisor has approved the

request, AMPS will send an e-mail notification to the Security Officer indicating that an approval
request is pending.

l. Approving a SAAR

a. Open e-mail with Subject: Security Officer — Approval Request for <<Name of
user>>

b. Click on the link next to Recommended Resolution
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The following request was submitted for your approval:

Request Detail

Request Number (SAAR) 0ooo0n

RequestorUserlD lanid

Requestor Generic, User

Requestor Email generic.user@dla.mil

Requestor Organization Top:Users:DLA:DLA Land and Maritime

Action Requested add

Requested Application Group  SAP-SUPPORT

Requested Raoles [A ROLE]

Date Submitted Wed Oct 2614:17:37 EDT 2011

Recommended Resolution Please 1u'is|'t||'1‘ftp5:,-",-";3r‘nps.d|a.r'r'n'l_l"l'r:irTl,-"uEen-"lugl'r'l.jsp fo provision the account action for lanid

Approval Request E-mail to Security Officer

c. A page containing a list of pending AMPS approvals for the Security Officer will open

fic ':ﬁmr
dgement and Provisioning System (AMPS)

This i & Depatrment of Defenge (Dol computer seslerm. This compuler system, imcluding all related equipment, nektorks and nebwork deuices [spacifcally ineluding inerrel aceesa), are prodded only or suthorized UG
Oowsiriment ugs. DoD compuler systens may be monitoned Tar 4l lawill purposes, including 1 ensure hal helruss is authoized, 1r management of he system; 10 ftiltale protedion against unaulhorized access, and 1o
VEHINY SBCUND roCSodIEs, SUNEDI and cperaions| Securmy. MonmaAng Includes soove stacks oy authonzed DoD entilies bo 1851 arventy e seCurty o this svsbern. DUNNg montonng, VDI S100 sy 02 exEinined, recorded,
coplad and used for authorzed purposes A1 irformstion, incuding personal inforrstion, placed on or sentover s systarm may be maniored, Usa of this Dol compuier system, authorzed or unadthonzed, constihes consent
1o monitorng of the srstam. Unauthorzed use may subjactyou o cominal proseculion. Exdence of unauthonzed use collacted during moritaring may be used or administrate, ciminal or other adverse aclion. Use ofthis
srsiem constihdes consand o maritaring for thase purposes

Glick on Request Below b Agprive ar Reler]

P vvin| Pajiise st Desciiption
SRAR#E0244 - Request forWilliam Williams EsnD0001 ) OBI0GF2008 092449 EOT

Refrash

Home FAG  PrvacySecunty 508 Compliance  Confact Us

AMPS Pending Approvals List

Review the list of pending approvals as shown above
Click ‘Request Access’ next to the SAAR up for review

f. The Application Approval Form - Security Officer External will load (This form informs
the security officer of the user's request for access, including the application and
requested role. The user/requestor’s personal information is listed as well.)
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Application Approval Form - Security Officer External
Please subrmil approval or danial of application access based upon the auteorme of the regquastors backpound insestigation

SRAR= 50311

[i! Application
ACCass Request Fo:
Reruested Roles  BSK Fraod Exernal- Levels Collaboraior - Update J0- 123

Collaboration

Tune of Access
Foaquii el

Data Classfcatton  Unclassmed

Aulhorized

Requestm’s

Access

[i] Peawtling Role
Relestisy

Application Access
Raspires ITLawel (T2
Dressigivation

Requestor Information
155N 444444444
Last Mame  Wiillisms  First Mame  illiam w0 vy

[TT cmmicial Email
Adiregs V. Wiliams@test. com

(il Official Telephons

Hujmibe ! Ba-TEs0

Ciizenship  US
Security Officer Application Access Decisioning

Type of Hvestipation I *
Date of Wrvestigation | *‘
Clearance Lewel |-— ol (4

aquestueT| T I-— = | Fapes will refresh after an item s selecled.

Cresignantion:
Seculy OMCer [ e Belar 7]+ Page will retlesh after an ftam s sslaced
Decision
=
Caomimmets

Please Confirm the Information Below:

Securiy Officer Last
Hainez

Sacamity Offices First
MNamne Miark

Email Address W Worrisi@test. com
Talophona Number  123-456-T830

Drecigion Diale  Thursda, Juk 31, 2008 2°54:52 Pwl EDT

Worris

Complete Cancel

*Indlcates @ reguired 1

Justification Foi - TEST TEEST Collaboration Role. Scheduled ogo b the DECC AD Approar. Mo usarassignad tonis role. Shoold goto ke onigo rator

2l

Application Approval Form - Security Officer External
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g. Under Security Officer Application Access Decisioning, complete the following
fields:
i. Type of Investigation (Note: If the requestor’s type of background investigation is
not listed, please select an equivalent investigation type)
ii. Date of Investigation
iii. Clearance Level
iv. Requestor IT Level Designation
v. Security Officer Decision — Select ‘Approved’ OR ‘Denied’

vi. Enter notes in the Comments box (Ex: Approved OR Denied because user
information is incorrect)

h. Click ‘Complete’

After the Security Officer has approved a request, the user/requestor receives another status e-mail
detailing the Pending Approval Type. AMPS continues the approval process by automatically
sending an e-mail requesting approval from the Data Owner and IA Officer respectively.

Upon the completion of all required approvals (Supervisor, Security Officer, Data Owner, IA Officer) the

user is notified of their access via an e-mail with the subject: Application Access Request Approved
for <<Name of user>>
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